














Artificial Intelligence has arrived and has made 
scams more COMMON and more CONVINCING!!







NEW TRENDS, SAME PRESSURE POINTS

URGENCY!! 
FEAR!!

TRUST!!

SECRECY!!

GREED!!

LOVE!!



THEFT  THEN FRAUD!!

Multiple reports of wallets and purses being stolen from 
high end restaurants. Financial District. Sherway Gardens. 

1. Theft Occurs
2. Business cards located in wallets and bags with victim’s 

phone #. 
3. Cards tapped out to max by suspects. 
4. Victim then called by Suspects identifying as bank 

investigator.  Social Engineering to obtain bank card 
pin #s.  More money taken out directly from accounts.  

TRUST

URGENCY

PANIC

AUTHORITY



Impersonation Scam Case Example
Bank + Police Impersonation Using Social Engineering

1. Fake Bank Call
Victim told debit card compromised
Fraud at Walmart in Edmonton
Directed to fake bank website

2. Police Impersonation
Email and call from fake Toronto Police detective
Victim told investigation underway

3. Courier Pickup
Courier sent to victim's home
Debit card and Visa card collected

4. Accounts Compromised
Victim locked out of banking app
Fraudulent withdrawals and purchases made

Fraudulent Transactions
ATM Withdrawal – $980 (Yorkdale Mall)
ATM Withdrawal – $920 (Yorkdale Mall)

Apple Store Purchase – $3,952.74

Total Loss: $5,852.74

Project NEPTUNE
25 Plus Similar MO Occurrences between 
May-December 2025 with damages in 
excess of $125,000.00

TRUST

AUTHORITY

URGENCY

SECRECY



A 51-year-old victim was contacted by individuals posing as Chinese police and told she was a suspect 
in a major fraud investigation.

She was isolated, threatened with arrest, and instructed to keep everything secret, even from her 
family. Over several weeks, she was monitored, pressured, and eventually convinced to “post bail” to 
avoid jail.

She wired funds to Hong Kong, and when that wasn’t enough, she was coerced into selling her 
apartment in China below market value.

In total, she sent approximately 6.2 million yuan, about $1.2 million Canadian.

Once the money was sent, communication stopped. There was no investigation. No police. Just a 
highly coordinated impersonation scam.

Due to jurisdictional limitations, the investigation primarily falls to authorities in China and Hong Kong. 
Doe was advised to submit supporting documentation and maintain contact with those agencies.

AUTHORITY IMPERSONATION 

FEAR

AUTHORITY

ISOLATION

URGENCY

TRUST







THANK YOU!!!!



 RESOURCES

#DontGetScammed  (YouTube) 

www.tps.ca/fraud

@TPSFinCrimes

http://www.tps.ca/fraud
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